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NHB/ ITD/QUOT/ Web-Publish & Email/ 2020
March 18, 2020
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NATIONAL
HOUSING BANK

«Vendor Name»
«Address»
Dear Sir

Quotation for Two Factor Authentication System & Implementation

National Housing Bank (NHB) invites sealed quotations from empaneled vendors for supply
of the following products/services:Table 1#

S.No

Product Name

1.

Authshield Authentication Server inclusive of Hardware
& Management Console along with 3 year OEM warranty
Mobile Soft Tokens with validity of 3 years
Implementation Charges
Onsite Support for first year
Onsite Support for second year
Onsite Support for third year

2.
3.
4.
5.
6.

Qty

Total Cost*

2

150

*Total Cost to be quoted in INR inclusive of all taxes.

#Note : Prices, in Table 1, must be indicated separately for each S.No, failing which the bid
may be rejected at Bank's discretion.
Please take note of the following points while submitting your quotation:1. The quotation must contain final destination price inclusive of all levies and taxes. The
vendor must also provide complete breakup of the price along with the part code
number, failing which Bank may cancel the bid.
The quotation submitted must contain product literature giving complete technical
2.
specifications and provision for enhancement and upgrade. Price should be valid for
at least 30 days from the last date of submission of quotation. Please also submit quote
with details of any special offers/limited time offers covering the above product that
Bank can take benefit of.
3. The implementation of above product must be completed within 3-4 weeks from the
date of purchase order. Delays in delivery may lead to cancellation of order at the
discretion of the Bank.
4. The terms and payment will be as under:
a. 90% of total of cost quoted in Table 1: S.No. 1, 2 & 3, after delivery & successful
installation of infrastructure and signoff by the Bank.
b. 10% on successful completion of 15 months or on submission of a Performance
Bank Guarantee satisfactory to NHB for a validity period of 3 months beyond
the date of the expiry of first year onsite support.
c. Onsite support charges shall be paid on quarterly basis at the end of every
quarter post installation.
5. The vendor has to submit the complete documentation on deployment plan,
customization details, planning document etc.
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6.
7.

8.

9.
10.
11.

12.

The vendor shall submit quote for the latest version of the solution/items available
from proposed solution OEM for our above requirement.
The vendor is required to compulsorily submit the MAF, failing which, Bank may
cancel the bid. Bank may ask for other documents for verification of the bid in any
respect. Non submission of documents may lead to cancellation of the bid.
The vendor has to install and configure the product as per Banks' requirement. Vendor
shall be responsible for taking up matter, if any, with OEM, if required during
installation/configuration of the proposed solution. Vendor has to integrate the
solution with SSL VPN Solution/AD/ SAP as per requirement at the time of
installation.
The vendor shall be responsible for migration from the existing system, if required.
The vendor will implement the above enquired product in high availability.
Implementation means successful integration of two factor authentication system with
Bank's IT Infrastructure and activation and integration of tokens as per the satisfaction
of Bank.
Vendor shall be responsible to deal with any hardware/software/network issues
during migration, installation, configuration of the product.

13.

It is the responsibility of the vendor to ensure the compatibility. The vendor will be
responsible for malfunctioning of above items within the specified warranty & support
period. Vendor may visit onsite within 3 days of this tender for feasibility study, if
required.

14.

The vendor has to provide three year on-site support and resolve the issues, if any
within 4-8 hours of notification. Onsite support means that concerned engineer will
visit the site for resolution of any issue, if arises, related to above enquired product
and its configuration/settings etc.
During 3 years of contract, vendor will be responsible for patch update/ version
upgrade of proposed solution within 2 weeks of release of the patch/version from the
OEM, failing which, Bank, at its discretion, may cancel the contract. Please note that
Bank will not bear the cost of patch update/version upgrade etc. of proposed solution
during 3 years of subscription/contract.
Any other hardware/software requirement will be met by vendor during the
implementation of proposed solution.
Penalty Clause: On quarterly basis, at the end of the quarter. Penalty will be applicable
as follows.

15.

16.
17.

Table- 2

Unresolved time
call/Downtime
< = 12 Hours
>12 Hrs to < 24 Hrs

> 24 Hrs to < 36 Hrs
> 36 Hrs to < 48 Hrs
> 48 Hrs to < 72 Hrs
> 72 Hrs to < 96 Hrs
> 96 Hrs

per Penalty in % of total order value

0%
1%
5%
10%
15%
25%
50% ( More than 4 cases under this category in any
quarter / If single call remains unresolved for more
than 144 Hrs may lead to cancellation of the order or
any other suitable action at the discretion of Bank.

18.
19.
20.
21.

22.

Failing to install and configure the product to the satisfaction of the Bank within 3-4
weeks from the date of delivery of the product, will lead to order cancellation.
The vendor shall submit duly filled & signed compliance sheet as per Annexure I,
failing which the bid will be rejected without recourse.
Bank shall not bear any cost towards resolution of any kind of issue, if arises, during
renewal of the enquired infrastructure.
In future, Bank may change its network infrastructure, any requisite re-installation/
re-configuration of proposed solution will be done by the implementing vendor as per
future requirement. No additional cost will be paid by the Bank for such support
during the contract period. Bank will extend coordination for such re-installations/ reconfiguration.
The quotation should be signed by an authorized representative of the company. It
should be enclosed in a sealed cover, superscribed as "Quotation for Two Factor
Authentication System & Implementation" and has to reach at the following address:

The Deputy General Manager
IT Department, National Housing Bank
3rd Floor, Core - 5A, India Habitat Centre,
Lodhi Road, New Delhi - 110 003
The quotation must reach the above address before 5.30 p.m. on March 26, 2020. The
representative of companies may contact the undersigned on working days between 11 a.m.
to 5.30 p.m. at office for any clarification upto March 24, 2020. The Bank reserves the right to
reject or accept any quotation and/or reject any or all quotations without assigning any
reason.
Yours faithfully

AGM - ITD
National Housing Bank
Encl: Annexure I

Annexure I (Required to be submitted along with bid)
A. Specifications for Mobile Token

S. No.

Details

1.

The Mobile token should be generated when the user demands
for it.

2.

The password should be minimum five/six character numeric
password.

3.
4.

Compliance (Y/N)

Every token should have a unique identity and should be
unique to the user.
Mobile token must run on any Smart phone operating system
i.e. iOS, Android, Blackberry, Windows.

B. Specifications for Authentication Appliance

S. No.
1.

2.
3.

4.

iri

6
7.
8

9.

Details
The same authentication server should be used to authenticate
both the Mobile token user as well as Hard Token user (if
required in future).
The authentication server should be integrable with the MS
Exchange, AD, SAP server etc.
The authentication server should not have any access to
regular (static) password of the user. It should be used only to
validate the OTP of the user.
The Token should be integrable with applications such as:• Microsoft Outlook, where the OTP is valid for a specific
duration of time
• Microsoft Outlook Web Access
• SAP GUI
• Multiple VPN
• Windows log on (stand alone as well as domain
based/ active directory)
It should sync all the users from the current LDAP/ AD server
being used by client. The server should regularly sync with
LDAP/ AD and make auto modifications where necessary.
The system should have provision to lock a particular user on
numerous wrong attempts or unlock a particular user.
The authentication server should have provision to assign a
Hard Token /Mobile Token to a user.
The authentication server should have provision to create
separate logical groups and if required create separate
administrator(s) for these groups.
The authentication server should allow the administrator
freedom to create his own policies and assign them to different
set of users.

Compliance (Y/N)

10.

11.

It should be possible to integrate multiple applications with
the same server including web as well as desktop mail client
login. It should be possible to assign different set of policies for
them.
The server should allow the administrator to manage tokens,
block lost tokens, assign new tokens etc.

12.

The server should maintain all logs.

13.

The authentication server should have multiple reports.

14.

The software should have an easy to use GUI.

15.

It should be possible to schedule a backup of the server.

16.
17.

The vendor should be open to customize the solution based on
client requirements.
Appliance/ Hardware proposed should have a minimum of
24GB RAM and 4 TB of Internal Solid State HDD (Minimum 2
TB SATA 7.2k RPM)

